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1. Information Transmission

2. IP and Routing

3. Messaging

4. Practice: Packet Analysis 



Scenario: Direct Communication Between Two Endpoints
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❑How to transmit information between two endpoints?

❑What kinds of information?

➢Morse code? Human-readable, but not required.

➢Bits are enough for computers. Leave the interpretation to upper layers.



Transmission via Wired Communication
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❑Use physical media such as copper cables or optical fibers.

❑Send data (bits) as electrical or light signals over the wire.

➢Electrical signals: the bits are turned into tiny changes in voltage or current. 

➢Light signals: In a fiber-optic cable, bits are represented by pulses of light.

❑The data is encoded or modulated onto the physical signal and 
recovered at the receiver.



Transmission via Wireless Communication
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❑Send information using electromagnetic waves.

➢Examples: Wi-Fi, Bluetooth, Cellular (4G/5G), Satellite.

❑Digital data is modulated onto a carrier wave.

❑Receiver demodulates the signal to recover the original data.

❑Methods: amplitude/frequency modulation

Amplitude modulation

Frequency modulation



Amplitude Modulation
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❑Change the amplitude of the carrier according to the information 
signal.



Frequency Modulation
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❑Change the frequency of the carrier according to the information 
signal.



2. Internet: IP and Routing

8



Scenario: Multiple Users Communicate via Internet
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❑Any two users/devices may exchange information.

❑How can the message be delivered reliably to their destinations? 

❑The scenario is similar to the traditional postal system.



Internet: Network of Networks
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❑Originally named ARPANET. 

➢Built in the late 1960s by ARPA (Advanced Research Projects Agency), an agency of 
the U.S. Department of Defense.

❑Goal: connect research computers at universities and labs.

➢First message sent October 29, 1969 (between UCLA & Stanford).

❑ARPANET proved packet-switched networking works.

➢Circuit switching: Dedicated path is established between sender and receiver.

➢Packet switching: Data is divided into packets.

circuit switching packet switching



ARPANET’s Rapid Growth After Establishment
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Problem Scenario
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❑Communication between a smartphone/laptop and a server.

Network 2

Internetsmartphone

laptop

router switch

database

server

nameserver

Network 1



Detailed Questions and Techniques
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❑Q1. How is a device identified on a network?

➢MAC address: A unique identifier associated with a network interface. 

▪ Similar to the receiver personal ID.

➢IP address: A logical address that identifies a device's location in the network.

▪ A device can move between different networks.

▪ Similar to the physical address or postal code.

➢A device with a unique MAC address can be configured with different IP 
addresses.

➢Address Resolution Protocol: To map the MAC addresses with IP addresses.

❑Q2. How does data reach a destination in another network?

➢Routing among different networks via the routing table.



MAC (Media Access Control) Address
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❑Each network interface controller (NIC) has a unique MAC address.

❑A MAC address has 48 bits (Similar to citizen ID). 

➢First 24 bits: assigned to the manufacturer or organization.

➢Last 24 bits: assigned by the manufacturer or organization.

❑Used for communication within a local network. 

Internet

MAC: A4:5E:60:1A:2B:3C

MAC: 34:7D:F6:4C:5D:6E

MAC: B8:27:EB:8F:9A:BC



Discussion
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sender
B8:27:EB:8F:9A:BC

receiver
A4:5E:60:1A:2B:3C

Q1. Other devices can also receive the message.

Potential issue?

Q2. The receiver may falsely receive other messages.
How to handle?



IP (Internet Protocol) Address
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❑Each device can be configured with different IP addresses in 

different networks.

❑IPv4 (Version 4) address: e.g., 192.168.1.1

➢32 bits long, and it is usually written as four decimal numbers separated by dots. 

❑IPv6 (Version 6) address

➢128 bits long and can support a vastly larger number of addresses.

InternetIP: 192.168.1.2

IP: 192.168.1.3

IP: 192.168.1.1
A4:5E:60:1A:2B:3C

34:7D:F6:4C:5D:6E

B8:27:EB:8F:9A:BC



Local Area Network  (LAN)
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❑MAC addresses are used for communication within a LAN.

❑How to determine whether two devices belong to the same LAN?

➢Physically, they are connected to the same local network.

➢Logically, their IP addresses must share the same prefix or network portion.

Internet192.168.1.2 / 24

192.168.1.3 /24

192.168.1.1 / 24
A4:5E:60:1A:2B:3C

34:7D:F6:4C:5D:6E

B8:27:EB:8F:9A:BC



IP Addresses and Networks
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❑An IP address has two parts.

➢Network prefix: The left n bits that identify the network.

➢Host part: The rest bits identifies the device on that network.

❑How to determine the network part?

➢CIDR notation, e.g., 192.168.1.1 / 24 (number of prefix bits).

➢Uses subnet masks, e.g., 192.168.1.1 / 255.255.255.0.

▪ Mask bit = 1: this bit must match (the address bits must be identical).

▪ Mask bit = 0: this bit can vary (no need to match).

❑IP within the same network must share the same network prefix.

➢192.168.1.1 / 24 and 192.168.1.100 / 24 are within the same network.

➢192.168.1.1 / 26 and 192.168.1.100 / 26 do not belong to the same network.

➢192.168.1.100 / 24 and 192.168.2.10 / 24 ?



Address Resolution Protocol (ARP)
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❑At first, a device may know the destination's IP, but not its MAC.

❑ARP resolves an IP address to the corresponding MAC address.

Internet

1) Src: 34:7D:F6:4C:5D:6E
Dst: FF:FF:FF:FF:FF:FF (broadcast address)
Msg: who has the IP address 192.168.1.1? 

2) Src: A4:5E:60:1A:2B:3C
Dst: 34:7D:F6:4C:5D:6E 
Msg: It's me

IP: 192.168.1.2 / 24
MAC: 34:7D:F6:4C:5D:6E

Gateway IP: 192.169.1.1 

IP: 192.168.1.1 / 24
MAC: A4:5E:60:1A:2B:3C

IP: 192.168.1.3 / 24
MAC: B8:27:EB:8F:9A:BC

Gateway IP: 192.169.1.1



From LAN to the WAN (Wide Area Network)
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❑A default gateway connects the LAN to other networks.

❑Devices on the LAN are configured with the IP of the default gateway.

Internet

IP: 192.168.1.2 / 24
MAC: 34:7D:F6:4C:5D:6E

Gateway IP: 192.169.1.1 

IP: 192.168.1.1 / 24
MAC: A4:5E:60:1A:2B:3C

IP: 192.168.1.3 / 24
MAC: B8:27:EB:8F:9A:BC

Gateway IP: 192.169.1.1

Gateway



Routing among Different Networks
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❑Suppose from 192.168.1.2 to 61.152.229.228.

➢Step 1: Client inquiries the MAC address of the gateway via ARP.

➢Step 2: Client composes a message with the destination IP: 61.152.229.228.

➢Step 3: Client sends the message to the gateway's MAC address.

➢Step 4: The gateway checks the routing table and forwards the message via the 
outside port to 58.40.96.1.

➢Step 5: ... 

192.168.1.2/24

192.168.1.3/24

inside: 192.168.1.1/24

61.152.229.228/24

Interne
t

outside: 58.40.96.117/24

58.40.96.1/24

outside: 61.152.114.26/30

inside: 61.152.229.1/24

61.152.114.25/30



Routing Table
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❑Each device has a route table.

❑The entries specify the next hop based on the destination. 

192.168.1.2/24 inside: 192.168.1.1/24

61.152.229.228/24

Internet

outside: 58.40.96.117/24

58.40.96.1/24

outside: 61.152.114.26/30

inside: 61.152.229.1/24

61.152.114.25/30

Destination Next Hop Interface

default 192.168.1.1 eth0



Routing Table
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192.168.1.2/24 inside: 192.168.1.1/24

61.152.229.228/24

Internet

outside: 58.40.96.117/24

58.40.96.1/24 61.152.114.25/30

outside: 61.152.114.26/30

inside: 61.152.229.1/24

Destination Next Hop Interface

default 58.40.96.1 outside



Routing Table
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192.168.1.2/24 inside: 192.168.1.1/24

61.152.229.228/24

Internet

outside: 58.40.96.117/24

58.40.96.1/24 61.152.114.25/30

outside: 61.152.114.26/30

inside: 61.152.229.1/24

Destination Next Hop Interface

61.152.229.0/24 - inside

default 61.152.114.25 outside



Private Network
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❑Three ranges of IP addresses are reserved for private network.

❑Private addresses are not routable on the public Internet.

❑Access Internet via a gateway with Network Address Translation.

❑Widely used due to the limited number of IPv4 addresses.

Range Next Hop No. of Addresses

1 10.0.0.0 – 10.255.255.255 224 or 16777216

2 172.16.0.0 – 172.31.255.255 220 or 1048576

3 192.168.0.0 – 192.168.255.255 216 or 65536



Network Address Translation (NAT)
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❑Private IP addresses are not routable on the public Internet.

❑NAT allows devices using private IP addresses to access the public 
Internet.

192.168.1.2/24 inside: 192.168.1.1/24

61.152.229.228/24

Internet

outside: 58.40.96.117/24

58.40.96.1/24 61.152.114.25/30

outside: 61.152.114.26/30

inside: 61.152.229.1/24

Source Address Translated Address

IP Port IP Port

192.168.1.2 12345 58.40.96.117 32123

192.168.1.2 12346 58.40.96.117 32124

192.168.1.2 12347 58.40.96.117 32125



Internet
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❑Composed of many autonomous systems (AS).

❑Each AS is an independent network entity, such as

➢Internet Service Provider (ISP)

➢Large high-tech organizations

❑Within an Autonomous System:

➢Multiple routers manage multiple networks

➢Uses OSPF for internal routing

❑Interconnection between Autonomous Systems:

➢Use BGP for communication between different ASes



Open Shortest Path First (OSPF)
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❑OSPF is a dynamic routing protocol.

❑Build the routing table within the same autonomous systems.

➢Find the shortest path to each destination, e.g., based on Dijkstra’s algorithm.

➢Convert a network topology to a spanning tree.

5 5

6 6

33

66 22

7
8

4

3



Example AS

29 https://www.bigdatacloud.com/insights/as-rank



3. Messaging
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The OSI Model
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❑A 7-layer framework for understanding network communication.

❑Developed by ISO to standardize networking.

❑Each layer is decoupled from the others, allowing independent 
development and troubleshooting.

Physical Layer

Data Link Layer

Network Layer

Transport Layer

Session Layer

Presentation Layer

Application Layer

• Wired, WIFI, Mobile

• MAC, ARP

• IP

• TCP/UDP

• Connection maintenance

• Data encoding, display

• HTTP, DNS,...



Message Encapsulation/Decapsulation
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❑Encapsulation: Each layer adds its own header to the data it receives 
from the layer above.

❑Decapsulation: Each layer removes its own header.

MAC (src, dst) IP (src, dst) Message

Frame Packet

Message

IP (src, dst) Message

Message

IP (src, dst) Message

Sender: Encapsulation

Receiver: Decapsulation



Fragmentation
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❑A network cannot handle packets larger than a certain size (MTU –
Maximum Transmission Unit).

❑If a message is too long, it is divided into smaller, equal-sized pieces 
called fragments.

A long message to send

Data 1 Data2 Data 3

divide the message into small pieces of data of equal length

MAC (src, dst) IP (src, dst) Port (UDP/ TCP) Data 1

Frame Datagram/SegmentPacket

MAC (src, dst) IP (src, dst) Port (UDP/ TCP) Data 3

Frame Datagram/ Segment Packet

MAC (src, dst) IP (src, dst) Port (UDP/ TCP) Data 2

Frame Datagram/ SegmentPacket

Encapsulate each piece of data:



Transmission Control Protocol (TCP)
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❑Data (segments) can be lost during transmission over the network.

❑TCP provides reliable, ordered, error-checked delivery of data.

❑Turn the Internet’s “best effort” IP service into a virtual connection.

❑Three phases: 

➢Handshake: Establish the connection between sender and receiver

➢Data Transfer: Send and receive data reliably

➢Termination: Close the connection gracefully



TCP: Three-Way Handshake 
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❑Establish a reliable connection before sending data.

➢Site 1 sends a packet with the SYN flag set and a random sequence number.

➢Site 2 responds with SYN + ACK, acknowledging the client’s sequence number and 
providing its own sequence number.

➢Site 1 sends an ACK, confirming the server’s sequence number.

❑ACK also indicates the next sequence number it expects.

Site 1 Site 2

SYN: Seq = X

SYN: Seq = Y, ACK: X+1

ACK: Y+1

Handshake



TCP: Data Transfer
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❑Sender sends segment with Seq = N, containing bytes N to N+L.

❑Receiver receives it and sends ACK = X+L+1, indicating it successfully 
received those bytes.

DATA: Seq = X+1, length = L1 

ACK: X+1+L1

DATA: Seq = X+1+L1, length = L2 

ACK: X+1+L1+L2

Data Transfer

Handshake

Send Data

Receive Data ACK: Y+1+L3

DATA: Seq = Y+1, length = L3 

Site 1 Site 2



TCP: Close 
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❑The sender must ensure that all segments are received correctly.

FIN: Seq = P

FIN: Seq = Q; ACK: P+1

Data Transfer

ACK: Q+1

Terminate

Site 1 Site 2



Domain Name Service (DNS)
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❑IP address is still hard to remember.

❑DNS acts like a phone book for the Internet.

➢Translate human-readable domain names into IP addresses.

➢Make the Internet easier to use.

1) Src: 192.168.1.2:12346
Dst: 202.106.0.20:53
Msg: what is IP for "eastmony.com"? 

192.168.1.2/24

61.152.229.228/24

Internet

nameserver
202.106.0.20

192.168.1.2/24

2) Src: 202.106.0.20:53
Dst: 58.40.96.117:32124
Msg: It's 61.152.229.228



Domain Name in a Tree Structure
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❑Domain names are organized in a tree-like hierarchy.

❑Each node is managed by an organization.

Root

cn com gov edu orgnet uk fr etc.

edu org

fudan peking tsinghua

cs fisf mail



Root DNS Servers

40

❑13 root servers (A-M) and hundreds of mirrors around the world.

https://root-servers.org/



Hypertext Transfer Protocol (HTTP)
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❑An application-layer protocol used by web browsers and servers.

➢Work on top of TCP/IP.

➢Transfer web pages, images, and other resources over the Internet.

❑Define how browsers request and servers respond with content.

➢Request (from client):

▪ URL: the address of the resource

▪ Method: GET, POST, PUT, DELETE, etc.

▪ Headers: additional info (e.g., browser type, cookies)

➢Response (from server):

▪ Status code: 200 OK, 404 Not Found, 500 Internal Server Error

▪ Headers: content type, length, cookies, etc.

▪ Body: the actual content (HTML, JSON, image…)



HTTP: An Example
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1) Client (browser) sends a request.

2) Server processes it and sends back a response.

GET /about HTTP/1.1
Host: www.example.com
User-Agent: Firefox/141.0

HTTP/1.1 200 OK
Content-Type: text/html
<html>  

<h1>Hello, world!</h1>
</html>



Practice with Agents
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❑Trace the network path from your computer to a target network.

➢Identify the IP address of each hop along the path.

➢Identify the ISP or organization associated with each IP address.



4. More Practice: Packet Analysis
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Practice: Network Traffic Analysis with Wireshark
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❑Download and install Wireshark.

➢https://www.wireshark.org/download.html

❑Access a website (e.g., www.fudan.edu.cn) and capture the 

network traffic with Wireshark.

➢Filter related packets.

➢Interpret the meaning of each related packets.

http://www.fudan.edu.cn/


Start Packet Capturing with Wireshark
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1. Select the network adapter with traffic

2. Click the button to start



ARP
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TCP Handshake: SYN
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TCP Handshake: SYN-ACK
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TCP Connection Termination: FIN

50



Summary
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❑The OSI model has seven layers, including:

➢The application layer: e.g., HTTP, DNS

➢The transport layer: TCP ensures reliable transmission.

➢The network layer: IP addresses are used for routing over the Internet.

➢The data link layer: A MAC address is unique to each device.


